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CHECK POINT 
MOBILE THREAT 
PREVENTION 

JEFF ZACUTO
MOBILE SECURITY EVANGELIST
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5.1B
MOBILE DEVICES

Source: We Are Social, 2018
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YOU ARE
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3 VECTORS OF

Network Attacks OS ExploitsInfected Apps
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TURN ON THE  
MICROPHONE

TURN ON THE 
CAMERA

TRACK DEVICE  
LOCATION

CAPTURE  
EMAILS

EXTRACT  
DATA

STEAL USERNAME  
& PASSWORD
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MAJOR ATTACKS
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CHECK POINT STOPS ATTACKS OTHERS CAN’T
BEST DETECTION 

At the pre-infection stage

BEST PREVENTION
Blocks known and 
unknown attacks

BEST INTELLIGENCE
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HOW IT WORKS
DELIVERING BEST-IN-CLASS THREAT PREVENTION FOR MOBILE DEVICES

1

Agent runs in the  
background on 
device, sending 
risk data to BRE. 

2

BRE analyzes 
device, apps and 
networks to 
detect attacks.

3

BRE assigns a 
real-time risk 
score, identifying 
the threat level.

4

• On-Device Protection & Mitigation
• Risk Based Network Protection

MDM/EMM Integration

Real-time 
Intelligence & 
Control 

SIEM Integration
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LAYERED SECURITY
KEEP YOUR SENSITIVE INFORMATION PROTECTED NO MATTER WHERE IT GOES 

Network: 
Protect data in 
flight from 
cybercriminals as 
it moves across 
wireless and 
Wi-Fi networks. 

Device: 
Detect device 
vulnerabilities and 
behaviors that 
can put sensitive 
data on mobile 
devices at risk.

Container: 
Ensure the 
security and 
integrity of secure 
containers before 
they’re opened on 
mobile devices. 

Work

Documents: 
Set granular and 
authenticated 
access for docs 
shared inside and 
outside the 
firewall. 
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VISIBILITY
FULL
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MAXIMUM
LEVEL OF
SECURITY
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WITHOUT
IMPACTING
USABILITY

It’s All About the End
User Experience
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FULL SECURITY PORTFOLIO

ADVANCED 
THREAT  

PREVENTION

VIRTUALIZED / 
CLOUD SECURITY

GENERATION

MOBILE  
SECURITY

UNIFIED
MANAGEMENT
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THANK YOU
©2016 Check Point Software Technologies Ltd. 
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COMPETITIVE ANALYSIS

Insertion
Point

Malware Malware

Partial

Partial

Malware

Partial

Partial

Network

Partial

Network &
Exploits

PartialMulti-platform

Application  
based threats

Network & OS  
based threats

Vulnerability  
management

Adaptive  
mitigation
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